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O6 opranu3anuu paboTHI II0 3aIIUTe KOHGUACHIMATEHOM HHPOPMaIK 1
NepPCOHATBHBIX JaHHBIX

B mensx opraHuzanuu paboThl MO 3amuTe KOHGUASHIMAIBHOW HHpOpMAalHU U
nepcoHanbHeIX JaHHBIX B BY300 "KL' B coorBercTBMM ¢ TpeOOBaHUSIMH
®enepansHoro 3akoHa Poccuiickoit ®enepamuu ot 27 mons 2006r. Ne 149-03 «O6
uHGopManuy, WHPOPMALMOHHBIX TEXHOJNOTMAX M O 3ammure HHGOpMaIUny,
®enepansHoro 3akoHa Poccuiickoit ®enepauuu ot 27 umroms 2006r. Ne 152-®3 «O
IIepCOHATBHBIX NaHHBIX», YKa3a [Ipesunenta Poccuiickoit ®enepanuu ot 06 mapra 1997r.
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[Tpunoxenue 1
K TIPUKa3y OT

26 ssaBapst 2017 r. Ne 7 anm

[TOJINTUKA

uHdopmarmonHoi 6ezonacuoct bY300 "KIL1"

1. [lepedyeHp UCTIONB3YEMBIX OIpEAeNIeHU, 0003HAUCHUN U COKPAIICHHM

AUDB — AnMunucTpaTop HH(HOPMAIMOHHON O€30aCHOCTH.
APM — ABTroMaTu3npoBaHHOE pabodee MeCTO.
AC — ABTOMaTU3MpOBaHHAS CUCTEMA.

Wb — Nudopmarmonnas 6€30mMacHOCTb.

NP — UndopmaiiioHHbIE PECYPCHI.

NC — Undopmarimonnas cucrema.

MD — MexceTeBoi KpaH.

HC/I — HecankuumoHnpOBaHHBINA TOCTYII.

OC — OmnepaimoHHas cucrema.

[1b — [Nonmutuku 6€30MacHOCTH.

[1/T1n — IlepcoHanbHbIe TaHHBIE.

I1O — IlporpammHoe obecnieueHue.

C3U — CpenctBo 3amuThl THOOPMAIIUH.

OBM — DnekTpoHHas — BbIYUCIWTEIbHAS MalllMHA, [EePCOHAIBHbBIN
KOMIIBIOTEP.

ABTOMaTU3UpPOBaHHAsI CUCTEMa — CHUCTEMa, COCTOsIAs W3 MEepCoHalla U
KOMIUIEKCA CPEACTB  aBTOMATH3alMA €ro  JACATEIbHOCTH, PpEalU3yHoIIas
UH(OPMAITMOHHYIO TEXHOJIOTHIO BBHITIOJIHCHUS YCTAHOBJICHHBIX (DYHKITUN.

AnMmuHUCTpaTOp HWHGOPMAIMOHHONW 0€30MacHOCTH — CHEIUAIUCT WU
rpynna  CHeUaIuCTOB  OpraHu3allud, OCYUIECTBIAIONIMX  KOHTPOJb  3a
obecnieueHueM 3anuThl WHpopmanmu B JIBC, a Takxke OCYIIECTBISIONINE
OpraHU3aIlMi0 PadOT MO BBISIBJICHUIO U MPEAYNPEKIESHUIO BO3MOXKHBIX KaHAJIOB



yTeuku WHGOpMAaIMK, MOTEHIIMAIBHBIX BO3MOXKHOCTeH ocymiectBienus HCJ x
3amuIaeMoi HHGOpPMAaIIHH.

Jloctyn k uH(pOpManuu — BO3MOXKHOCTb MOJy4YeHHs WHGOpMAIlUU U €e
UCIIOJIb30BaHUS.

Nnentudukamuss — npuCBOCHHUE CyOBEKTaM AocTyna (IOJIb30BATENSIM,
mporieccaM) U 00beKTaM JocTyna (MH(QOPMAIIMOHHBIM pecypcaMm, YCTPOMCTBAM)
uacHTu(uKaTopa W (WIM) CpaBHEHHE TMPEABSBIIEMOT0 HIACHTH(PHKATOpa C
MIEPEYHEM NMPUCBOCHHBIX UIEHTU(UKATOPOB.

HNudopmanus — 3To aKTUB, KOTOPBIH, MOAOOHO APYTUM aKTUBaM OOIIECTBA,
UMEEeT IICHHOCTh U, CJIEIOBATENbHO, JOJDKEH OBITh 3allMINEH HaAIeKalluM
obOpazom.

NudopmarnmonHas 6€30MacHOCTh — MEXaHU3M 3alIUThl, 00€CIIeUYNnBAIOIIHIA
KOH(HUICHIIMATBHOCTh, 1EJIOCTHOCTh, JOCTYMHOCTh WH(MOPMAIIMH; COCTOSHUE
3aIUIIEHHOCTH HWH(POPMAIMOHHBIX aKTUBOB OOINECTBAa B YCIOBHUAX Yyrpo3 B
uHdopMaImoHHOU cdepe. YTpo3bl MOryT OBITh BBI3BaHBI HEMpPEIHAMEPEHHBIMU
OmMMOKaMH TEpCOHANa, HEMPABWIBHBIM (DYHKIIMOHHUPOBAHUEM TEXHUYCCKUX
CPEICTB, CTUXUUHBIMU O€ICTBUSIMH WM aBapusiMu (TI0Kap, HaBOJHEHUE,
OTKJIFOYEHHE DJIEKTPOCHAOKEHHUS, HAPYIIEHUE TEJICKOMMYHUKAITMOHHBIX KaHAJIOB
U T.I1.), MO0 MpeTHAMEPEHHBIMH 3JIOYMBITTUICHHBIMA JTCUCTBUSAMU, PUBOISAIITIMHI
K HapyIIeHUI0 NHGOPMAIIMOHHBIX aKTUBOB OOIIECTBA.

NudopmanmoHHas cucreMa — COBOKYITHOCTh MTPOTPaMMHOT0 00€CTieueHus 1
TEXHUYECKUX CPEICTB, UCHOJb3YEeMBIX Ul XpaHEHMs, 0OpadOTKM M Tepenadu
uH(pOpMaIUK, C LIEJIbI0 pEHICHUs 3a/1ay NOApa3IeIeHUN YUpEKIECHUS.

NupopmalinoHHble TEXHOJOTMH — TMPOLIECChl, METOAbl MOHCKa, cOopa,
XpaHeHus, O0O0paOOTKH, NPENOCTaBIEHUS, PACIPOCTPAHCHHUS HMHPOPMALHUU U
CHOCOOBI OCYILIECTBICHHS TAKMX MPOLIECCOB U METOJIOB.

NupopmanmonHbsie pecypcbl — COBOKYITHOCTH COJAEpIKalieiics B 0a3zax
JAaHHBIX WHGOpMAMK U O00ECIeUnBAOIIMX €€ 00padoTKy HH(POPMAIMOHHBIX
TEXHOJIOTHUM.

HcTOoYHUK yrpo3bl — HAMEPEHUE UM METOJ, HALICJICHHBIM HA YMBIIIJICHHOE
UCIIOJIb30BAHUE YSI3BUMOCTH, JIMOO CHUTyallds WJIA METOJl, KOTOpbIEé MOTYT
CIIy4alHO IIPOSIBUTH YSA3BUMOCTbD.

Kondunenumnanenas wuHdopmanus — wuHPOpMALMS C OTPAHUUYEHHBIM
JIOCTYIIOM, HE COJiepKalllas CBEIECHUM, COCTABISAIOIINX FOCYJapCTBEHHYIO TaliHY,
JOCTyll K KOTOpPOM OrpaHMYMBAaETCs B COOTBETCTBUM C 3aKOHOJAATEIbCTBOM
Pocculickon ®@enepanumn.



KonduneHunaibHOCTh — JOCTYN K MH(POPMAIIMU TOJBKO aBTOPU30BAHHBIX
OJb30BaTEIEH.

Kputnunas wnbpopmanus — wuHbOpManus, HAPYIICHUE JOCTYITHOCTH,
IIEJIOCTHOCTH, TUOO0 KOH(MUIAECHIINATFHOCTH KOTOPOH, MOXKET OKa3aTh HETAaTUBHOE
BIIMSHUE Ha (pyHKIHOHMpoBaHUE noApazaencHuit bY300 "KL" unu uHoro Buaa

ymiepoa.

JlokanbHas BeIUMCITUTENbHAS ceTh — rpynna OBM, a takxke nepudepuiinoe
o0opynoBaHue, OOBCAMHEHHBIC OJHUM WM HECKOJIBKUMU aBTOHOMHBIMH
BBICOKOCKOPOCTHBIMH KaHallaMU Tepeaaun HU(PPOBBIX IAHHBIX B IIpeiesiaX OHOTO
WJIU HECKOJIBKUX OJIM3JIeKAIUX 3aHUH.

MesxceTeBoil PKpaH — MPOrpaMMHO-aIMapaTHBINA KOMIUIEKC, UCIIOJIb3yEeMbIi
JJ1s1 KOHTpoJist octyna Mexay JIBC, BxoasimuMu B COCTaB CETH, a TAKKE MEKIY
cetsio BY300 "KJII" u BHemHUME ceTsimu (ceThio UHTEpHET).

HecaHKImoHNpPOBaHHBIN JOCTYI K MH(pOpPMAIMU — JOCTYI K MH(pOpManuu,
HapyILIAOIINI [TpaBujia pasrpaHUYEHUs] yPOBHEN ITOJITHOMOYHI I10JIb30BATEIEH.

[Tonutrka HHPOPMALMOHHON OE30MACHOCTH — KOMIUIEKC B3aUMOYBSI3aHHBIX
PYKOBOJSIIMX MPUHLMIIOB U pa3pabOTaHHBIX Ha MX OCHOBE MpaBUJ, MPOLEAYp U
paKkTUYeCKUX npuemoB, NpuHATHIX B BY300 "K/L" ansa obOecneueHus ero
nH(OPMAITMOHHON O€30MaCHOCTH.

[lonp30BaTens  JIOKAIBHOW  BBIYMCIMTEINBHOM CETM —  COTPYAHUK
OpraHu3aiuy (IUTaTHBIN, BPEMEHHBIN U T.I1.), @ TAKXKe Mpouune Jula (MoApSTIUKH,
ayJIMTOpbl U T.I.), 3aPETHUCTPUPOBAHHBIA B CETU B YCTAHOBJICHHOM IMOPSIIKE H
NOJIYYMBUIMI TpaBa Ha JOCTYN K PeECypcaM CE€TH B COOTBETCTBUU CO CBOMMH
GyHKIMOHATBHBIMHA 00SI3aHHOCTSIMU.

[IporpamMmMHOe oOecriedeHre — COBOKYITHOCTb HPUKIIAIHBIX IPOrPaMM,
YCTaHOBJICHHBIX Ha cepBepe ninu OBM.

Pabouast craHuus — nepcoHaIbHBIA KOMIbIOTEP, HA KOTOPOM I0JIb30BATEIh
CETH BBIMNOJHSAET CBOM CIIyKEOHbIE 00SI3aHHOCTH.

Perucrpanmonnas (y4eTHas) 3amuch MOJIb30BATENS — BKIIOUAET B CEOSsT UM
MOJIB30BATEIISI W €r0 YHUKAIBHBIH IM(POBOM HICHTH(HKATOpP, OJHO3HAYHO
UJCHTUDUIIMPYIOMIMK TaHHOTO TIOJIH30BATENsl B OIMEPAIMOHHOW cHCcTeMe (CeTH,
0a3ze JaHHBIX, NPWIOKEHUM U T.I.). PerucrparmoHHas 3amuch CoO3AaeTCs
aJIMUHUCTPATOPOM TIPH PETUCTPAIMH TOJb30BATENIsI B OINCPAIMOHHOW CHCTEME
KOMITBIOTEPA, B CHUCTEME YIpaBJiCHUS Oa3aMH JaHHBIX, B CETEBBIX JOMEHAX,
npwIoKEHUAX u T.1. OHa TaKKe MOXKET cojJepKaTh TaKUE CBEACHHUS O
nosib3oBatene, kak @.1.0., Ha3Banue noapasaenenus, Tenedonsl, E-mail u 1.1



Ponep — COBOKyNHOCTH ITOJIHOMOYMM ¥ IPUBWIETMH Ha JOCTYN K
UHPOPMAIMOHHOMY PECYPCY, HEOOXOAMMBIX JUIsl BBIIIOJHEHHUS IMOJIb30BaTEIIEM
OIpeIEeNECHHBIX (PYHKIIMOHAIBHBIX 00s13aHHOCTEH.

OTBETCTBEHHBIN 32 TEXHUYECKOE OOECIeueHUEe — COTPYIHUK OpraHu3alluy,
3aHUMAIOIINICS COPOBOXKACHUEM aBTOMATU3UPOBAHHBIX CUCTEM, OTBEUAIOIINI 32
dbynkmonuposanue JokanbHoi cetn BY300 "K/L" u [TK.

VYrpo3sl uHpoOpManUMM — MOTEHLUUAJIBHO CYIIECTBYIOLIAs ONACHOCTh
CIIy4alHOTO WJIM TPETHAMEPEHHOTO pa3pylieHUs, HECAHKIMOHUPOBAHHOTO
NOJMYYeHUs WIM MOAUGUKAIMKM JaHHBIX, OOYCJIOBJCHHAs CTPYKTYPOH CHCTEMBI
00pabOTKH, a TakXke YCIOBUSIMU OOpaOOTKM M XpaHEHHsS JaHHBIX, T.€. 3TO
NOTEHUUAIbHAsI ~ BO3MOXHOCTh  MCTOYHHMKA  YIpO3  YCIEUIHO  BBIIBUTH
OIIPE/IETICHHYIO YSI3BUMOCTh CUCTEMBI.

VYSA3BUMOCTh — HEJOCTAaTKU WM ciadble MecTa MH(POPMAIMOHHBIX aKTHUBOB,
KOTOpPbIE MOTYT NPHBECTH K HAPYLIEHUIO HWH()OPMAIUMOHHOW O€30MMacHOCTH
YUpEXACHUS IPU peann3aluuu yrpo3 B uHpopManmoHHoOU chepe.

LenoctHOCTh MH(POPMALIMM — COCTOSHHE 3aIUIIEHHOCTH WH(pOpMAaIIUH,
xapaktepuzyemoe  cnocobHocteio  AC  oOecneuMBaThb  COXPaHHOCTh U
HEU3MEHHOCTH KOH(UICHIIMATBHOM uH(bOopMaluu npu HOTBITKAX
HECAaHKIIMOHUPOBAHHBIX WJIM CIIy4ailHbIX BO3JEHCTBUI Ha HEE B MPOILECCE
00pabOTKM WM XpPaHECHHUS.

DJNeKTpoHHasT MOANMUCH — WHGOpPMAIUs B DJCKTPOHHOW (opme, KOoTopas
MPUCOEIMHEHA K IpYyroi MH(OpMAIMU B AJIEKTPOHHON (opme (TIOAMHUCHIBAEMOM
uH(popMaIMu) UM UHBIM 00pa3oM CBsi3aHAa C TakoW WMH(oOpMmanuend M KoTtopas
UCIIOJIB3YETCs IS OIpeIeeHUs JTULa, TOANKUCHIBAIOLIET0 HH(POPMALIHIO.

2. BBoaHbBIE TOTOXKEHUS
2.1. BBeneunune

[Tomutuka Wb OromkeTHoro yupexaeHus 3apaBooxpaHeHus OMckoi
obonactu "Knuauueckuit nuarHoctuueckuit mentp" (mamee — BY300 "KJII",
yUpexXIACHUE) OIpeAeNseT Iedd U 3aJadyu  cucteMbl obOecniedenuss Wb u
YCTaHaBJIMBAET COBOKYITHOCTH MPaBWJI, TPEOOBAHUI U PYKOBOSIINX MMPHUHIIUIIOB B
obnactu Ub, kotopeimu pykoBojctByetcss BY300 "K/L[" B cBOEi nesiTenbHOCTH.

2.2. llenn

OcHoBHBIMH TenssMU  moauTUKH Wb sBasiorcs 3ammura  uHGOpManuu
BY300 "K/JII" oT BO3MOXKHOT0 HAHECEHHS MATEPUAIBLHOrO, (PU3HYECKOro,
MOPAJBLHOTO WJM HHOTO ymiepba, TMOCPEeICTBOM CJAyYailHOro WJH
NMpeHAMEPEHHOT0 BO3JeiicTBUsI HA MH(OPMALNIO, €e HOCHUTEIH, MPOLecChl



oOpadoTkm M mnepexayd u obecrneueHue dhPEKTUBHOM pabOThl BCETO
WH(OPMAITMOHHO-BBIYUCITUTEIIEHOTO KOMITJIEKCa npu OCYIIIECTBIICHUHT
JeSITEIbHOCTH, YKazaHHoU B ¥Ycrase bY300 "KIII".

Ob1ee pykoBoacTBO obecriedeHreM Mb ocyIiecTBiseTcs T1aBHBIM BpaduoM.
OTBETCTBEHHOCTh 3a OpraHU3alMi0 Meponpuatuid mo obecneduenuro Wb wu
KOHTpOJIb 3a coOmogeHueMm tpeboBannii b Hecer AUMB. OTBeTCTBEHHOCTH 3a
(GYHKIIMOHUpOBaHWEe  WH(OPMAIIMOHHBIX  CHCTEM  VUPEXKICHUS  HEcCeT
aJIMUHUACTPATOP MH(DOPMALIMOHHON CUCTEMBI.

I[OJ'DKHOCTHBIG oosBanHoctn AMba u cmcTeMHOro AIMHUHHUCTpPATOPA
3aKPCINIAIOTCA B COOTBECTCTBYIOIIUX MHCTPYKIUAX.

PykoBoauTenu CTPYKTYPHBIX MOAPA3ACICHUM YUYPEKIACHUS OTBETCTBEHHBI
3a oOecrieueHne BbINIOHEHUS TpeboBaHuii b B cBOMX mopa3ieeHusx.

CoTpynHUKHM yupexAeHHs 00s3aHbl COOMIOAATh MOPSAOK OOpaleHHUs C
KOH(DHMICHIIMAIbHBIMU JIOKYMEHTAaMU, HOCHUTEISIMU KJIFOUYEBOM HH(POPMALMH U
JIpyro 3ammiiaeMoi HHpoOpManuen, coOnoaaTh TpeOOBaHUS HACTOSIIEH
[lomutukn u apyrux BHYTpeHHUX n0KymMeHTOB bY300 "KL' mo Bompocam
obecneuenus Ub.

2.3. Bagaun

[Tonutrka b HanpasneHa Ha 3amiuTy HHGOPMALIMOHHBIX AKTUBOB OT yIpo3,
UCXOMSIIMX OT NPOTUBONPABHBIX ACHCTBUM 3JIOYMBIIUICHHUKOB, YMEHBUICHUE
PUCKOB M CHWXEHHE IIOTCHIMAJIBHOTO Bpela OT aBapui, HENpPEIHAMEPEHHBIX
OLIMOOYHBIX JIEUCTBHM MepcoHana, TEXHUYECKUX COOEB, HENpPaBHIbHbIX
TEXHOJOTMYECKUX M OpraHM3allMOHHBIX pEUIeHW B Ipoleccax o0padoTKH,
nepejaud M XpaHeHMsT MHpopManuuM U 0o0ecledeHHe  HOPMAaJIbHOTO
(YyHKIMOHUPOBAHUS TEXHOJIOTUYECKUX MPOLECCOB.

HaunOonbiuinMu BO3MOXHOCTSIMHU [JIsl HaHeceHus ymiepba bBY300 "KILL"
oOnagaer coOCTBeHHbIM mepcoHan. JleficTBUs TiepcoHara MOTYT  OBITh
MOTHUBUPOBAHBI 3JIbIM YMBICIIOM (IIPU 3TOM 3JIOYMBIIIJIEHHUK MOXET HUMETh
COOOIIHMKOB KAk BHYTpM, TaK M BHE YUpeXACHHs), JUOO HMETh
HEIMpPEeTHAMEPCHHBIN OIMMO0YHBIN XapakTep. Karteropuwm HapymuTened u ux
BO3MOYKHOCTH OIPEAEIIAIOTCS B «MOJeIu HapyIIUTEIsD).

Ha ocHOBe BEpOSTHOCTHOW OLEHKH OIPEACISIETCS MEPEYEHb AKTyaJlbHbBIX
yIrpo3 0€30MacHOCTH, KOTOPBIA OTpaxkaeTcs B «Mojenu yrpos3».

Jlns npotuBoaercTBus yrposaM Wb B yupexaeHun Ha OCHOBE MMEIOIIETOCS
OIBITA COCTABIIACTCA IPOrHOCTHYECKAS] MOJENb IIPEANOIAracéMbIX YIpo3 U MOJENb
HapywmuTens. Yem TouHee cAellaH MPOrHo3 (COCTaBiI€HbI MOAENb YTPO3 U MOJEIb



HapYILIUTENs), TEM HUXKE pUCKU HapylieHus Wb mpu MUHUMAaNbHBIX PECYpCHBIX
3arparax.

PazpaboranHasi Ha ocHOBe MporHo3a nojautuka b u B cooTBeTCTBUM € HEM
noctpoennass CYUb saBnsercs Hanbosnee mpaBHWIbHBIM U 3PGEKTUBHBIM CIIOCOOOM
JTOOUThCSA MHUHHUMH3aMK puckoB HapymeHus Wb manas BY300 "KJII".
Heobxoaumo y4uThIBaTh, YTO C TEYCHHEM BPEMEHU MEHSETCS XapakTep yrpos,
MO3TOMY CJIEIyET CBOEBPEMEHHO, MCHOJb3ysl JaHHbIE MOHHTOPUHTA M ayJuTa,
OOHOBJISITH MOJICNI YTPO3 ¥ HAPYIITUTEIIS.

Crparerust obOecnieuenuss Wb 3akimiodaercss B HCHOJIB30BaHHHM 3apaHee
pa3paOOTaHHBIX MEpP MPOTUBOJCHUCTBUSL aTakaM 3JIOYMBIIIJICHHUKOB, a TaKXke
MPOrPaMMHO-TEXHUYECKUX U OPTraHU3ALMOHHBIX PEIICHHUH, MO3BOJISIIOIIAX CBECTH
K MHUHHMYMY BO3MOXXHBIE IIOTEPH OT TEXHUUYECKHUX aBapvil M OIMHUOOYHBIX
JICVCTBHI TIEpCOHAIA.

3amagaMu HaCTOSIIEN ITOJIUTHKH SIBJISIOTCS

— onucanue opranuzanuu CYUD;

— omnpeaenenue nopsaka conpopoxaeHus MC Y300 "KII1";

— onpeaenenue Ilomutukun Wb, a WMEHHO: MOJHWTUKA pealu3aluu
AHTUBHUPYCHOM 3aIlMTHI; MOJUTHUKA YUETHBIX 3aIMMCEN; MOJIUTUKA TPEAOCTABICHUS
noctyna k MP; moauThka MCMONb30BaHUS MapoJieil; moJuTHKa 3anuTbhl APM;
MOJIMTUKA KOH(UICHIINATBHOTO JCIONPOU3BOICTBA.

2.4. O0nacTp nercTBUS

Hacrosimass ~ Ilonmutuka — pacmpocTpaHsieTcss Ha  BCE  CTPYKTYpHBIC
noapazneneaus bY300 "KL u oOs3atenpHa IS WCIOJHEHHUS BCEMH €TI0
COTPpYJHUKAMU U JOHKHOCTHBIMHU Junamu. [lomoxenuss Hactosimed [lomuTuku
MPYMEHUMBI JIJISI UCIIOJIL30BAHUSI BO BHYTPEHHUX HOPMATUBHBIX U METOJIMYECKHUX
JIOKYMEHTaX, a TaKkXe B JOTOBOpax.

2.5. Tlepuon neicTBUS ¥ OPSAIOK BHECCHUSI U3MEHEHUN

Hacrosimas IlonuTrka BBOOMTCS B JEUCTBHE M IPU3HACTCS yTpaTUBIIEH
CUJTy IPUKA30M TJIABHOI'O Bpaya.

W3meHeHuss B TOJMTHKY BHOCSATCA MNpHKa3oM riaBHoro Bpada bY300
HKJIHH‘

NuunmaropamMu BHECEHHMsS] W3MEHEHHH B TOJUTHKY WH()OPMAIMOHHOM
0€30MaCHOCTH SIBJISIOTCS:

— TJIaBHBIM Bpay;
— 3aMECTUTENM  TJIABHOTO Bpaya M  PYKOBOAUTEINW  CTPYKTYPHBIX
1010a3CJICHUM;



— aIMUHHUCTPATOP UHPOPMAIIMOHHOM 0€30IacCHOCTH.

[InanoBas axkTyanu3anus HACTOSIIEW MOJIUTHKU MPOU3BOJMUTCS €XKErOJHO U
MMEET LENbI0 IIPUBEACHUE B COOTBETCTBUE OIPEICIICHHBIX IMOJIUTUKON 3aLUTHBIX
Mep peasIbHbIM YCIOBUSAM U TEKYIIUM TPEOOBaHUIM K 3aIIUTE WH(OPMALIUH.

BrennanoBas dKTyaJIn3anus IIOJIMTUKH b ITPOU3BOOUTCA B 00s13aTeILHOM
MopsAAKE B CICAYIOINUX CIIydasax:

— Opy U3MEHEHUU BHYTPEHHUX HOPMATUBHBIX JIOKYMEHTOB (MHCTPYKIUH,
MOJIOKEHHM, pYKOBOJICTB), Kacaromuxcs b yupexaenus;

~TpU TPOUCHIECTBUM M BBISABJIEHUM HWHIMJACHTA (MHIMACHTOB) IO
HapymeHuto b, Biekyiero ymepo yupexaeHuro;

— Opu HU3MEHEeHUU noJuThKu Poccuiickoit ®deneparuun B obnactu Wb,
yKa30B U 3ak0HOB Poccuiickoit @enepannu B 00J1aCTH 3aIUTHI HHPOPMALIMH.

OTBETCTBEHHOCTh 3a aKTyajausanuio mnoiutukd Wb (mmaHoByro wu
BHEIUIaHOBY10) HeceT AUD.

Kontpons 3a wucnonHeHHWeM TpeOOBaHUM HACTOAIIECH TMOJUTUKH U
MOJJIEPKAHUEM €€ B aKTyAIbHOM COCTOSIHMU Bo3naraercs Ha Allba.

3. [lonutuka ungopmanuonnoii 6ezonacuoctu bY300 "KII"
3.1. HazHadeHne MONMUTHKY WHHOPMAITMOHHON O€30TTaCHOCTH

[Tomutuka Wb — 3TO COBOKYIIHOCTH HOpPM, MpPaBWJI U IPAKTUUYECKUX
PEKOMEHIAIMK, Ha KOTOPBIX CTPOUTCS YIPABJICHWE, 3alUTa U PACHPENCIICHUE
unpopmaruu 8 Y300 "KL".

[Tonutrka b oTHOCUTCS K aAMHUHUCTPATUBHBIM Mepam obecnieuenust b u
OTIpEJICIISIET CTpATEruto yupexaeHus B oonactu Ub.

[Tomutuka Wb pernamentupyer sddextuBHyro padory C3U. Ona
OXBaThIBa€T BCE OCOOEHHOCTH TMpollecca 00paboTku WHMOpPMAIUKU, OINpeaess
nosenenne MC wm ee moisb3oBareneld B pas3inuHbix cutyauusax. [lomurtnka Wb
peanusyercs NIOCPEICTBOM aAMUHUCTPATUBHO-OPTraHU3aL[MOHHBIX Mmep,
Gu3NYECKUX U MPOrPaMMHO-TEXHUYECKHX CPEICTB M OIpENesieT apXUTEKTypy
CUCTEMBI 3aIIUTHI.

Bce nokymenrtansHO odopmieHHbIe perieHus, ¢popmupytoume [lonutuky,
JOJKHBI OBITh YTBEPKACHBI TJIABHBIM BPayOM.

3.2. OCHOBHBIE IPUHITUIIBI 00ecTieYeHUsT MHPOPMAITMOHHOM 0€30MacCHOCTH

OcHoBHbIMU NpuHIIMTIaMu oOecnieuenus: Ub sBinsitores cienytomiue:

— MOCTOSTHHBIM M BCECTOPOHHMUM aHaiu3 MH()OPMAIMOHHOTO MPOCTPAHCTBA
BY300 "K/L" ¢ 1ienbio BeISIBICHUS YA3BUMOCTEH MHOOPMAIIMOHHBIX aKTHUBOB;



— CBOEBPEMEHHOE OOHapyXeHue Mpo0jeM, TOTCHIMAIBHO CIIOCOOHBIX
noBauATh Ha Wb yupexaeHus, KoppeKTUpOBKa MOJIEIeH yrpo3 U HapyIIUTEs;

— pa3paboTKa ¥ BHEAPEHHE 3alIUTHBIX MEp, aJeKBaTHBIX XapaKTepy
BBISIBJICHHBIX yIPO3, C Y4E€TOM 3aTpaT Ha uX peanusanuio. [lpu sTom wmepsl,
npuHUMaeMble st obecrieuenus Kb, He MOMKHBI YCIOKHATH JOCTHKEHUE
yctaBHbix 1enert bBY300 "KJ/II", a Takke MOBBIIATE TPYAOEMKOCTb
TEXHOJOTHYECKUX MpoIieccoB 00paboTku nHGOpMaIuy;

— KOHTPOJIb 3(PPEKTUBHOCTH MPUHUMACMBIX 3aIUTHBIX MED;

— nepcoHuUKaIMs U aIeKBaTHOE pas3JieJieHHe POJie U OTBETCTBEHHOCTU
MEXIY COTPYJAHMKAMHU YUYPEXKICHHS, UCXOJl W3 MPHUHIMIA TMEPCOHAIBHOU U
€MHOJIMYHON OTBETCTBEHHOCTH 3a COBEPIIIAEMBIE ONEpPAIIHH.

3.3. CootBerctBue [loauTnku 0€30MacHOCTH ACUCTBYIOIIEMY 3aKOHOAATEIBCTBY

[IpaBOBYXO OCHOBY MOJIMTUKH COCTAaBJISIIOT 3aKOHBI Poccuiickor denepanuu
U JApyrue 3aKOHOJATENIbHBIC aKThl, OMPEACIISIIONIME IpaBa U OTBETCTBEHHOCTh
rpaxkJad, COTPYIHHMKOB U TocyAapcTBa B cdepe O€30MacHOCTH, a TakkKe
HOPMATUBHBIC, OTPACJICBbIE M BEJOMCTBEHHBIE JOKYMEHTBI, II0 BOIIPOCaM
O0e3zomacHocT MHGOpPMALUM, YTBEPKICHHBIE OpraHaMH TOCYJApPCTBEHHOTO
YIIPaBJICHUS PA3JIMYHOrO YPOBHS B IIpeeiIax X KOMIETCHIIUH.

OTBETCTBEHHOCTh 3a Pa3pabOTKy MEP U KOHTPOJIb OOECIICUECHMS 3allUThI
undopmaruu HecéT AUD.

3.4. OTBETCTBEHHOCTb 3a peaM3aIMI0 MOJIUTHKH HHPOPMAIIHOHHOM
0€e30IacHOCTH

OTBETCTBEHHOCTbH 3a peain3anuro MOJUTUKH BO3JIaracTcs:

— B 4YacTH, Kacawolieics pa3pabOTKM U aKTyaln3alydyd TpaBUJ BHEIIHETO
JIOCTYTa U YIPaBJICHUS JOCTYIIOM, aHTUBUPYCHOM 3amuThl — HA AWDbBa;

— B YacTH, Kacalollleicsi NOBEACHUS NpaBUJl MOJUTHUKUA JO COTPYIHUKOB
bY300 "K/L1", a Taxxe uHBIX JIUIl (CM. 00JIaCTh ACHUCTBUS HACTOSIICH MTOTUTHKH)
—Hna Alba;

— B YacTH, Kacarolleics UCHOJHEHUS NPaBWI MOJUTUKHU, — Ha KaXKIOro
corpynauka bY300 "KIII", cormacHo OOJKHOCTHBIM M (YHKIMOHAJIBHBIM
00s3aHHOCTSIM, U MHBIX JIMII, TOMAJAIOMIUX MOJ 00JacTh JEHCTBHUS HACTOSIIECH
MOJIATUKH.

3.5. Iopsimok MOATOTOBKM MEPCOHAIIA TIO BOTIpocaM WH(GOPMAITMOHHON
0€30MMacHOCTH U JOITycKa ero K paboTte

Opranuzanus o0Oy4eHHsT COTPYIHUKOB yupexaeHus B obOmactu Wb
Bosznaraercs Ha AWba. Obyuenne npoBoautcs cornacHo [lnaHy, yTBepkKIeHHOMY
TJIaBHBIM BPAuOM.



[lognucu coTpyaHUKOB 00 O3HAKOMJIEHMH 3aHocsATCA B <«OKypHan
MIPOBEICHMSI HHCTPYKTa)ka 10 HHPOPMAITMOHHOMN 0€30IMacHOCTI.

Jlonyck nepconana kK padore ¢ 3amumaembiMu P ocytiecTBisieTcs: TOIbKO
1oclieé O3HAKOMJICHHSI C HACTOAIIEH MOJIUTHUKOW, a TakKe MOCie O3HAKOMIICHUS
nosib3oBateniet ¢ «llopsinkomM pabGoThl TONB30BATENEH», a TakKe HWHBIMU
MHCTPYKIUAMU ntosib3oBatenei otaenpHbix MC. Cornacre Ha coOII0I€HHE TPaBHIT
U TpeOOBaHWI  HACTOSIIMX  JOKYMEHTOB  TIOJITBEpPXKAACTCS  MOAMHUCIMU
coTpyaHukoB B <«OKypHanme mpoBeneHHs HHCTPYKTaka MO HHPOPMAIIMOHHOM
0e30MacHOCTI.

Jlonyck nepconana k padore ¢ KU1 ocyiiecTBisieTcs mocjae 03HAKOMIICHUS €
«IlopsimkoM opranuzanuu paboThl ¢ MaTepUaIbHBIMU HOCHUTENSIMUY, «Ilopsiikom
OpraHu3aluy padoThl C ATEKTPOHHBIMU HOCUTEIsIMUY. [IpaBuiia nomycka K padoTe
¢ P mun, He sasusromuxca corpyanukamu bY300 "K/II", onpenensitorcsa Ha
JIOTOBOPHOM OCHOBE C 3THMHU JIMI[AMU WJIM C OpPraHU3alUsiMU, NPEICTaBUTEISIMU
KOTOPBIX SIBJISIIOTCS 3TH JIUIIA.

3.6. 3amumiaemsie nHGopMarrorHsie pecypcsl bY300 "KII1"

3amuiaeMbie HHGOPMAIIMOHHBIE PECYPCHI OMPEACIISIIOTCS B COOTBETCTBUU C
«Ilepeunem 3alIMIIAEMBIX PECYPCOBY, YTBEPAKIAEMBIM ITpHUKa3oM [ 1aBHOTO Bpaya.

4. Tlonmutuku wWHGOPMAITMOHHON 0€30MaCHOCTH
4.1 Ilonutuka mpenocTaBiIeHus J0CTyna K HHOOPMAITMOHHOMY PECYpCy
4.1.1.HaznaueHue

Hacrosimmast IlonuTrka ompenenseT OCHOBHbIE MNpaBWIIA MNPEAOCTABICHUS
COTpPYJIHHMKaM J0CTyIa K 3amumaeMsiM P yupexnenus.

4.1.2. TlonoxxeHne MOJIUTHKHA

[Tonoxxennss pgaHHOM NONMUTUKUA  omnpeneneHsl B «llonmoxennn o
pPa3pelIMTENIBHON CUCTEME JOIYCKa», YTBEPAKIAEMOM ITPUKA30M TJIABHOTO Bpaya.

4.2. IlonuTrKa yYETHBIX 3aIUCEN
4.2.1. Haznauenue

Hacrosilmass mnosutuka oOmnpenenseT OCHOBHBIE IIpaBWja IMPUCBOCHUS
YYETHBIX 3aMMCe MOJIb30BATEISIM MH(GOPMAIIMOHHBIX aKTUBOB YUPEKICHUS.

4.2.2. TlonoxeHue moJIUTUKA

PCFI/ICTpaHI/IOHHble YUYCTHBIC 3allMCHU IIOAPA3ACIIAIOTCA HaA:



— MOJIb30BATEIBCKUE — NpeIHA3HAYEHHBIE IS
UACHTU(UKAIMHW/ayTEHTU(PUKALIMU [10JIb30BaTENel MH(MOPMALMOHHBIX aKTUBOB
YUPEXKICHUS;

— CHUCTEMHBIE — UCII0JIb3YEMBIE JUIsl HYK]l OIIEPAllUOHHOIN CHUCTEMBI;

— cily>)keOHble — IpelHa3HavYeHHbIEe I oOecrneyeHuss (PyHKIMOHUPOBAaHHUS
OTJIEJBHBIX MTPOLIECCOB MUJIU MPHUIIOKEHHM.

Kaxngomy monp3oBaTento WMHGOPMALMOHHBIX  aKTHBOB  yUPEXKJICHUS
Ha3HAYaeTCsd YHUKaJIbHAs IMOJIb30BATEIbCKAs PETUCTPALIMOHHAS Y4Y€THas 3aIluCh.
Jlonyckaercss mpuBsA3Ka Oosiee OJHOM IOJIb30BATEIBCKOM YYETHOM 3amucHu K
OJTHOMY M TOMY K€ IOJb30BATENI0 (HAIPUMEpP, UMEIOLINX PAa3IUYHbIA YPOBEHb
MTOJTHOMOYHH).

B oOmem cnydae 3ampemnieHo co37aBaTh M KCIOJIB30BaTh  OOIIYIO
N0JIb30BATENIbCKYI0 YUYETHYIO 3alUCh JJIs IPyHIbl MoJsib3oBareieil. B ciydasx,
KOrja 53TO HEOOXOAMMO, BBHUJY OCOOEHHOCTEH aBTOMAaTU3UPyEMOTo OwuszHec-
mporecca WM OpraHM3alid  Tpyda (Hampumep, TOCMEHHOE JEKYPCTBO),
UCIOJIb30BaHUE OOIIEH YYETHOH 3amucu JIOJKHO COINPOBOXKAAThCS OTMETKOW B
KypHaJie ydeTa MalIMHHOTO BPEMEHHM, KOTOpas JOJDKHA  OJHO3HAYHO
UACHTU(DULIMPOBATh TEKYIIETO BIAJENblla YUYETHOM 3alUCH B KaXIbIi MOMEHT
BpeMeHU. OJHOBPEMEHHOE MCHOJIb30BAHUE OJHON OOILIEH MOIb30BATEIBCKON
YUETHOM 3aliCH Pa3HbIMHU MOJIb30BATEIISIMU 3aIPEIIEHO.

CucteMHble  PETUCTpPAlMOHHBIE  y4Y€THblE  3amucd  (OPMHUPYIOTCSH
ONEPALMOHHOM CHUCTEMOM M JOJDKHBI HCIIOJIB30BAaThCA TOJBKO B Cily4asx,
IIPEANUCAHHBIX JOKYMEHTALMEN Ha ONEPALIMOHHYIO CUCTEMY.

Crnyxe0HbIE PETUCTPAIMOHHBIC YUYETHBIE 3aIUCH UCTIONB3YIOTCS TOJIBKO JJIS
3amyCcKa CEpBUCOB WJIN MPUIIOKECHUH.

Hcnonbp30BaHME CHUCTEMHBIX WIIH C.]'Iy)I(e6HI>IX YUYCTHBIX 3anucen JJIsA
perucrpannu MOJIL30BaTeJICH B CUCTEME KaTCTOPHUYCCKH 3aIlIPpCIICHO.

4.3. TlonutHka uCmoyib30BaHUS TApOJIEH
4.3.1. HaznaueHue

Hacrosimas I[lonutuka onpenensier OCHOBHBIE ITpaBUiia NapOJIbHOM 3alUThI
B bY300 "KJLI".

4.3.2. TlonoxeHus mOJIMTUKHA

[Tomoxennss mnonutukn 3akpersitorcs B «llopsake mno opranuzanuu
MApPOJILHOW 3aIUTHD).



4.4. TlonutHka peaan3aliy aHTUBUPYCHOM 3aIUTHI
4.4.1. Ha3znaueHue

Hacrosimas [lonutrka ompenenseT OCHOBHbIE MpaBHWia ISl peamu3alluu
anTuBUpycHOU 3ammThl B bY300 "KILT".

4.4.2. TTonoxxeHus NOJIUTUKHA

[Tomoxennss mnosutuku 3akpemaoress B «llopsake 1o mpoBeneHHro
AHTHUBUPYCHOT'O KOHTPOJISD.

4.5. Tlonutuka 3anIMThl ABTOMATU3UPOBAHHOIO pabovero Mecra
4.5.1. HaznaueHue

Hacrosimas Ilonutuka ompenensieT OCHOBHbIE IpaBuUjia U TPeOOBaHUS 10
3amure uHGopmanuu bY300 "KL' oT HeaBTOPU30BaHHOIO JOCTYIA, YTPAThI
WIA MOAU(DUKAIIH.

4.5.2. TTonoxxeHus NOJIUTUKHA

ITonmoxxenus I[aHHOﬁ IMOJIUTUKKU  ONPCACIIAOTCA B COOTBCTCTBHUU C
HCIIOJIB3YCMBIM TCXHUYCCKHUM PCUHICHHUCM.

5.  IIpodunaktuka HapyuieHHd MOAUTHK UH(HOPMAIITMOHHON O€30I1aCHOCTH

[Tox mpodunaktukoir HapyumeHud noautuk Wb moHumaercs mpoBeneHue
pErjlaMeHTHBIX paldoT MO 3amuTe UHPOPMALMH, MPEAYNPEKICHUE BO3MOMKHBIX
napymenuit Ub 8 BY300 "KJIL" u nmpoBenenue pazbsicHuTenbHON padoThl mo b
Cpeau MOJb30BaTEIICH.

[Tonoxenusi onpenesaeHsl JOKyMEHTaMu, YTBepKaeHHbIMU [Ipukazom «O06
oOy4eHUU COTPYIHMKOB TpaBWiaM 3anuThl uHbopmanumn», u «llopsakom
TEXHUYECKOTO OOCTY>KUBAHUS CPEIICTB BHIYUCITUTEIILHON TEXHUKNY.

5.1. JlukBupaamus NoCHeACTBUN HAPYUIEHUS MOJUTUK HHPOPMALIMOHHON
0€3011aCHOCTH

AWDb, wucnons3ys JAaHHbBIE, IIOJYyYEHHBIE B PE3YyJbTAT€ MPUMEHEHUS
UHCTPYMEHTAJIBHBIX  CPEICTB  KOHTPOJs  (MOHUTOpWHIa)  0€30macHOCTH
unpopmauu MC, nomkeH cBoeBpeMeHHO oOHapykuBaTh HapylieHus Mb, ¢pakto
ocymectBienuss HCJl k 3ammmaembiMm WP u npennpuHuMaTte MEpbl IO HX
JIOKJIN3ALUU U YCTPAHCHUIO.



B cnyuyae oOHapykeHUs TMOACUCTEMOM 3amuThl HHPopMauuu ¢dakTa
Hapymenuss Wb wmu  ocymectBienus HCJ| k 3ammmaemeim WP UC
pexkoMenayetcs yBenoMutbh AWba, u nanee ciieqoBaTh €ro yKa3aHusM.

HeiictBust AWlba u aamuHucTpatopa HH(QOPMAIIMOHHOW CHCTEMBI TNpPHU
IIPU3HAKaX HapyILIEHUs IIOJINTHUK MH(pOPMALIMOHHON 0€3011acHOCTH
PETIAMEHTUPYIOTCA CJIEIYIOIIUMHU BHYTPEHHUMU TOKYMEHTAMH:

— pEerIaMEeHTOM IT0JIb30BaTES;

— MOJINTUKON MH(POPMAIIMOHHOMN 0€3011aCHOCTH;

— peraaMeHToOM aJIMHUHUACTpATOpa MH(HOPMALIMOHHON O€30MacCHOCTH;

— perIaMeHTOM CUCTEMHOTO aJIMHHUACTPATOPA.

[Tocne ycTpaHeHUsT WHIUIEHTa HEOOXOJUMO COCTaBUTh aKT O (hakTe
HapyLIEHUsT U IPUHATBIX MEpax MO BOCCTaHOBJIEHUIO paborocnocodnoctn UC, a
TaK)K€ 3aperucTpupoBaTh (AaKT HapyILIEHWs B JKypHaje yuyeTa HapyLICHHH,
JUKBUIAINH WX TPUYHH U TTOCIEICTBHIM.

5.2.  OtBeTcTBEHHOCTH 3a HapyuieHue [lomutuk 6e3omacHoCTH

OTBETCTBEHHOCTh 3a BbINOJHEHUE TpaBuil [Ib HeceT KaxIplii COTPYIHUK
BY300 "K/I" B paMkax CBOMX CIIyKE€OHBIX 0053aHHOCTEH U MTOJTHOMOYUIA.

Ha ocnoBanuu ct. 192 TpynoBoro koaekca Poccuiickoit ®Penepanuu
COTPpYIAHUKH, Hapymatomue TpeboBanus I[Ib, ™MoryT OBbITh TOABEPTHYTHI
JUCLHUIUIMHAPHBIM B3bICKAHUSAM, BKIIIOYas 3aME4YaHUE, BHITOBOP U YBOJBHEHHUE C
paboTHI.

Bce coTpynHMKH HECyT MEpPCOHANBbHYIO (B TOM 4YHCIE MaTEepUAIbHYIO)
OTBETCTBEHHOCTh 32 MpPSAMOM  JEUCTBUTENBbHBIA  ylIepO, MPUYUHEHHBIH
YUPEXKACHUIO B pe3yJbTaTe HapylieHuss uMu mnpaBun noiautuku Wb (ct. 238
Tpynosoro koaekca Poccuiickoit denepanun).

3a HempaBOMEpHBIM JOCTYN K KOMIBIOTEPHOW HHGPOPMAIMH, CO3/IaHUE,
UCIIOJIb30BAaHUE WJIM PACIPOCTPAHEHHE BPEIOHOCHBIX NPOrpaMM, a TaKkKe
HapylleHue MpaBwil HJKcmyarauuun OBM, clieacTBUeM KOTOPBIX — SBHIIOCH
HapymieHne pabotel OBM  (aBTOMaTH3uMpOBaHHOW  CHUCTEMBI  00pabOTKU
uH(popMaIuu), YHUUYTOKEHHE, OJOKHUPOBAHME WJIM MOJAU(UKAIUS 3alldlaeMOn
uH(pOpMaIU, COTPYIHUKU HECYT OTBETCTBEHHOCTh B COOTBETCTBUU CO CTAThSIMU
272,273 n 274 YronosHoro koaekca Poccuiickoit denepaunu.



